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dTHEREUM VIRTUAL MACHINE pdul( IS THE LEADING BLOCKCHAINhNATIVE VIRTUAL MACHINE: INTERLEAVING COMPUTER
ARCHITECTURE ASPECTS WITH INCENTIVE MECHANISMS: WHICH MADE IT THE RST STATEhTRANSITION ENGINE FOR A DECENh
TRALIZED AND PERMISSIONLESS GENERAL SYSTEM% 9NE OF THE MAIN OBSTACLES TO THE MASS ADOPTION OF THE dul IS
ITS LACK OF CONDENTIALITY: LEAVING ALL INFORMATION PUBLIC: WHICH IS OBVIOUSLY NOT IN PAR WITH WHAT BUSINESSES:
COMMUNITIES: AND INDIVIDUAL EwPECT FROM A SYSTEM% /O THIS END: WE INTRODUCE THE GCdul: AN EwTENSION
TO THE dul THAT SUPPORT CONDENTIALITY BY O0ERING A SERIES OF FUNCTIONALITIES FOR KEEPING PRIVATE DATA AND
PERFORMING OPERATION ON IT WITHOUT EVER EwPOSING IT pUNLESS RE.UIRED BY THE EwECUTION ITSELF(% aECAUSE OF THE
NATURE OF THE dul: WHERE EVERYTHING IS VISIBLE: HANDLING CIPHERTEwTS MUST BE METICULOUSLY DONE : IN ORDER
TO PROTECT THOSE CIPHERTEwTS FROM THEFT: REPLICATION: ETC% vE DEMONSTRATE OUR SOLUTION VIA A CRYPTOGRAPHIC
PRIMITIVE FROM THE ELD OF SECURE COMPUTATION: CALLED GARaLdD CIRCUIT: HENCE THE EwTENSION IS CALLED GCdul%
-N THE REST OF THIS SECTION WE GIVE THE NECESSARY BACKGROUND ON THE dul AND ARGUE ABOUT THE IMPORTANCE

OF CONDENTIALITY IN THE dul FOR A REAL IMPACT% vE BRIEY DESCRIBE THE NOTION OF GARBLED CIRCUITS AND
GARBLING PROTOCOLS IN rECTION 3% /HEN: IN rECTION 5 WE DESCRIBE OUR dul EwTENSION THAT RELIES ON A GARBLING
PROTOCOL%

o)o aACiGRn2mD nm TgE dul
6HE dulyS �CCn2mTS AmD rTATE) -N A VERY HIGHhLEVEL: THE dul TAKES AN ORDERED LIST OF VALID
TRANSACTIONS AND EwECUTE THEM% dwECUTION OF TRANSACTIONS MAY CHANGE THE STATE OF THE MACHINE AND SO: IN
AN ABSTRACT WAY: WE REFER TO THIS EwECUTION PROCESS AS THE STATEhTRANSITION FUNCTION OF THE MACHINE% /HE STATE
OF THE dul IS COMPOSED OF MANY SUBhSTATES: EACH IS ASSOCIATED WITH AN ACCOUNT pALSO KNOWN AS ADDRdSS(s
AND THESE ACCOUNTS MAY BE EITHER dwTdRNAL OR INTdRNAL% �N EwTERNAL ACCOUNT pALSO KNOWN AS EwTERNALLY OWNED
ACCOUNT: OR d9�( IS AN ACCOUNT THAT MAY INITIATE A TRANSACTION WHEREAS AN INTERNAL ACCOUNT pALSO KNOWN AS
A SMART CONTRACT( ONLY REACTS TO RE.UESTS THAT WERE INITIATED BY d9�S% -N THE FOLLOWING WE USE THE TERMS
–INTERNAL ACCOUNT‘ AND –SMART CONTRACT‘ INTERCHANGEABLY% /HE SUBhSTATE ASSOCIATED WITH EVERY ACCOUNT CONTAINS
ITS aALANCd AND NONCd: WHERE BALANCE REFERS TO THE NUMBER OF COINS THAT ACCOUNT –OWNS‘ AND THE NONCE REFERS TO
THE NUMBER OF TRANSACTIONS THAT ACCOUNT HAS ISSUED SO FAR: SUCH THAT EACH NEWLY ISSUED TRANSACTION INCREMENT
THAT NUMBER BY EwACTLY ONEs THE LATTER IS USED AS A PROTECTION FROM REPLAY ATTACKS — SO THAT NO TRANSACTION
MAY BY LAUNCHED TWICE% rINCE INTERNAL ACCOUNTS pSMART CONTRACT( CANNOT REALLY INITIATE TRANSACTIONS: THEIR
NONCE IS INCREMENTED ONLY WHEN THEY TRIGGER THE CREATION OF A NEW INTERNAL ACCOUNT: THUS: THE NONCE OF A
SMART CONTRACT SIMPLY REFERS TO THE NUMBER OF OTHER SMART CONTRACTS THAT THEY HAVE CREATED% vHILE THE
SUBhSTATE ASSOCIATED WITH AN d9� CONSISTS OF ITS BALANCE AND NONCE ONLY: THE SUBhSTATE OF A SMART CONTRACT
MAY ADDITIONALLY CONTAIN AN ARBITRARY DATA STRUCTURE ALONG WITH A SET OF INTERFACES pOR METHODS( THAT CAN
CHANGE ITS SUBhSTATE pEITHER ITS BALANCE: NONCE: OR THE ADDITIONAL DATA STRUCTURE(%
/RANSACTIONS MAY BE SIMPLE OR COMPLEws IN A SIMPLE TRANSACTION AN d9� TRANSFERS SOME AMOUNT OF THE

NATIVE COIN TO ANOTHER ACCOUNT pEwTERNAL OR INTERNAL(s IN A COMPLEw TRANSACTION AN d9� MAY EITHER CREATE
A NEW SMART CONTRACT pALSO REFERRED AS –SMART CONTRACT DEPLOYMENT( OR CALL A METHOD OF AN ALREADY EwISTING
SMART CONTRACT% -N THE LATTER: THE REACTION OF THE SMART CONTRACT TO THAT CALL MAY INVOLVE FURTHER CALLS TO
METHODS OF pPOTENTIALLY OTHER( SMART CONTRACTS: AND SO ON% /HIS WAY: A COMPLEw TRANSACTION INITIATED BY AN
d9� MAY TRIGGER A CHAINhREACTION THAT CAUSES CHANGES IN MULTIPLE SUBhSTATES% 9N THE OTHER HAND: A COMPLEw
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TRANSACTION MAY ALSO CAUSE NO CHANGE TO ANY SUBhSTATE AT ALL% vHEN A METHOD IS SAID TO BE A uIdvhMdTgOD IT
IS GUARANTEED THAT IT NEVER CHANGES ANY SUBhSTATE: WHICH IMPLIES THAT IT CAN CALL ONLY OTHER VIEWhMETHODS%

6HE dulyS dwEC2TInm: lEMn.x AmD rTn.AGE) dwECUTION IN THE dul IS FUELED BY GAS: WHICH IS PAID
IN THE NATIVE COIN pdTHER IN dTHEREUM( AND SERVES AS A MEASURE OF COMPUTATIONAL E0ORT% /HIS GAS IS PAID FROM
THE BALANCE OF THE d9� THAT INITIATES THE TRANSACTION% dACH OPERATION WITHIN THE dul: FROM ARITHMETIC
CALCULATIONS TO DATA STORAGE: CONSUMES A CERTAIN AMOUNT OF GAS: INCENTIVIZING ECIENCY AND PREVENTING
NETWORK ABUSE pE%G%: MOUNTING A DENIALhOFhSERVICE ATTACK BY SENDING AN INNITE STREAM OF TRANSACTIONS(%
lEMORY MANAGEMENT IN THE dul IS UNI.UEs IT MAINTAINS A VOLATILE MEMORY STORE pSIMPLY CALLED –MEMORY‘

HEREAFTER( DURING EwECUTION BUT DOES NOT RETAIN IT AFTER THE EwECUTION COMPLETES% /HIS MEMORY IS LINEAR
pINSTANTIATED WITH A STACK DATA STRUCTURE( AND EwPANDS AS NEEDED BY A CONTRACT‘S EwECUTION BUT IS WIPED
CLEAN AFTER THE PROCESS ENDS% 8OR PERSISTENT STORAGE: THE dul UTILIZES A KEYhVALUE STORE KNOWN AS –STORAGE‘:
WHICH PERSISTS BETWEEN TRANSACTIONS BUT IS SIGNICANTLY MORE COSTLY IN TERMS OF GAS TO UTILIZE% /HIS DESIGN
ENCOURAGES DEVELOPERS TO OPTIMIZE THEIR USE OF STORAGE AND MEMORY: BALANCING THE NEED FOR PERSISTENT DATA
AGAINST THE GAS COSTS OF OPERATIONS: ENSURING THAT THE dul REMAINS SCALABLE AND ECIENT% /HE STORAGE IS THE
ONE THAT MANAGES THE dul‘S STATE: AND SO EACH SUBhSTATE IS MAINTAINED AS AN ISOLATED KEYhVALUE STORE%
kET US DESCRIBE A TYPICAL EwECUTION PROCESSc vHEN A SMART CONTRACT METHOD IS CALLED: AND IT NEEDS TO

READ DATA FROM ITS STORAGE pE%G%: A VARIABLE VALUE(: THE dul FETCHES THIS DATA FROM THE CONTRACT‘S STORAGE pA
SUBhSTATE( AND LOADS IT INTO MEMORY FOR .UICK ACCESS DURING THIS SPECIC EwECUTION% /HIS IS DONE THROUGH
SPECIC dul OPCODES SUCH AS SLOAD: WHICH READS DATA FROM THE VARIABLE‘S LOCATION AT THE STORAGE% /HE
DATA READ IS THEN AVAILABLE IN MEMORY FOR PROCESSING OR COMPUTATION DURING THE CONTRACT EwECUTION% �FTER
THE SMART CONTRACT PERFORMS COMPUTATIONS OR MANIPULATES DATA WITHIN THE MEMORY: THERE MAY BE A NEED TO
PERSIST SOME OF THIS DATA BACK TO STORAGE% /O STORE DATA BACK FROM MEMORY TO STORAGE: THE CONTRACT USES
OPCODES LIKE SSTOqE% /HIS OPCODE TAKES THE DATA FROM MEMORY AND WRITES IT TO THE SPECIED LOCATION IN THE
CONTRACT‘S STORAGE%

,ATA 1ASSImG &ETvEEm rMA.T bnmT.ACTS) /HE dul FACILITATES DATA PASSING FROM ONE CONTRACT TO
ANOTHER VIA A FUNCTION CALL: IT EMPLOYS A MECHANISM THAT ALLOWS CONTRACTS TO INTERACT AND INVOKE FUNCTIONS
ON EACH OTHER% /HIS PROCESS IS FOUNDATIONAL TO THE COMPOSABILITY AND INTEROPERABILITY OF SMART CONTRACTS ON
THE dTHEREUM PLATFORM%
vHEN A CONTRACT pCALLER( WANTS TO INVOKE A FUNCTION ON ANOTHER CONTRACT pCALLEE(: IT SPECIES THE CALLEE‘S

ADDRESS AND THE FUNCTION TO BE CALLED: ALONG WITH ANY ARGUMENTS RE.UIRED BY THAT FUNCTION% /HIS CAN BE
DONE USING OPCODES LIKE CALL AND DELEGATECALL% /HE DATA PASSED TO THE CALLEE INCLUDES INFORMATION ABOUT
THE FUNCTION TO BE EwECUTED pIDENTIED BY ITS SIGNATURE( AND THE ARGUMENTS FOR THAT FUNCTION% /HE CALLEE
CONTRACT THEN EwECUTES THE SPECIED FUNCTION USING THE PROVIDED ARGUMENTS% /HIS EwECUTION CAN READ FROM
OR WRITE TO THE CALLEE‘S STORAGE: DEPENDING ON THE FUNCTION‘S LOGIC: AND EVENTUALLY GETS BACK TO THE CALLER
CONTRACT USING THE OPCODE qET% � RUNhTIME VARIABLE: CALLED DEPTg: IS INCREMENTED ON EVERY FUNCTION CALL pTO
A DI0ERENT CONTRACT( AND DECREMENTED WHEN THE FUNCTION RETURNS TO THE CALLER%

d..n. gAmDjImG) /HE NOTION OF RdudRTING A TRANSACTION OR A CONTRACT CALL IS A FUNDAMENTAL CONCEPT DESIGNED
TO ENSURE THE INTEGRITY AND SECURITY OF SMART CONTRACT OPERATIONS% � REVERT OPERATION UNDOES ALL CHANGES MADE
TO THE STATE DURING A TRANSACTION OR CALL: EwCEPT FOR THE CONSUMPTION OF GAS: AND RETURNS AN ERROR MESSAGE
TO THE CALLER% /HIS MECHANISM IS CRUCIAL FOR HANDLING ERRORS AND ENSURING THAT FAILED TRANSACTIONS DO NOT
ALTER THE BLOCKCHAIN STATE IN AN UNINTENDED MANNER% � REVERT ERROR IS TRIGGERED INTENTIONALLY BY USING THE
qE_EqT STATEMENT IN rOLIDITY OR WHEN CONDITIONS SPECIED BY qE)2IqE STATEMENTS ARE NOT MET% -T‘S USED TO
HANDLE LOGICAL ERRORS IN CONTRACT EwECUTION: WHERE A CERTAIN CONDITION OR PRERE.UISITE IS NOT SATISED% /HE GAS
CONSUMED UP TO THE POINT OF REVERT IS NOT REFUNDED: BUT ANY REMAINING GAS IS%
�N ASSEqT FUNCTION IS USED IN rOLIDITY TO HANDLE INTERNAL ERRORS AND TO CHECK FOR INVARIANTS WITHIN THE

CODE% -F AN ASSERT STATEMENT FAILS: IT INDICATES A SERIOUS BUG IN THE CONTRACT CODE: LEADING TO A –PANIC‘ ERROR%
2NLIKE REVERT: ASSERT FAILURES CONSUME ALL THE GAS PROVIDED WITH THE TRANSACTION: SIGNALING A MORE SEVERE FORM
OF ERROR THAT SHOULD NOT OCCUR DURING NORMAL OPERATION%
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9THER TYPES OF ERROR ARE POSSIBLE IN THE dul: LIKE OUThOFhGAS: STACK OVEROW OR UNDEROW: INVALID OPCODE:
AND MORE: EACH HAS A DI0ERENT CAUSE AND CONSE.UENCES ON THE dul%

o)3 sgE dulfS pkACi nF( bnmyDEmTIAkITw
9NE OF THE MOST CONTROVERSIAL PROPERTY OF THE dul IS THAT dudRxTgING IS PUaLIC: MEANING THAT THE SUBhSTATE OF
SMART CONTRACTS: WHICH MAY INCLUDE NANCIAL: SOCIAL pAND PRACTICALLY ANY KIND OF( INFORMATION: IS COMPLETELY
VISIBLE TO ALL% �S WE ARGUE BELOW: THIS PROPERTY OF THE dul IS A DOUBLEhEDGED SWORD: WHICH: FOR A LONG TIME:
FORMED A DICHOTOMY BETWEEN DECENTRALIZATION AND ADOPTION%
9N THE ONE HAND: THIS FACT PLAYED AS KEYhCONTRIBUTOR TO THE DdCdNTRALIyATION OF dTHEREUM pWHO IS THE RST

TO DEPLOY AN dul(: AS IT ALLOWS ANYONE WITH A COMPUTER TO RUN IT AND TAKE PART IN THE EwECUTION OF AGREED
UPON LISTS OF TRANSACTIONS pWITH AN ADE.UATE NANCIAL INCENTIVE MECHANISM(s THEREBY INCREASING THE VALIDITY
OF THE SYSTEM‘S STATE: OR IN OTHER WORDS: INCREASING THE TRUST THAT THE INFORMATION LAYING IN THE STATE IS THE
PRODUCT OF CORRECT EwECUTION OF THE PAST TRANSACTIONS%
9N THE OTHER HAND: THE FACT THAT EVERYTHING IS VISIBLE TO ALL POSES A SIGNICANT SETBACK TO THE USAaILITx AND

ADOPTION OF THE dul% /O DATE: THE dul‘S PROMINENT USEhCASE IS DEh: WHICH PAVED THE WAY TO COLLABORATIVE
LI.UIDITY POOLS AND AUTOMATIC MOVEMENT OF FUNDS% -N MANY CASES HOWEVER: DEh IS USED BY BAD ACTORS FOR
SCAM pE%G%: –RUG POOLS‘(: FRAUD pE%G%: MONEY LAUNDERING(: AND MANY TIMES IS CONSIDERED AS –FUNDS STREAMING IN
A LOOP‘ WITH NO REAL IMPACT% �RGUABLY: ONE OF THE REASONS FOR THIS IS THE LACK OF CONDdNTIALITx: LEAVING HONEST
ACTORS pSMART CONTRACTS: ,�9S AND USERS( UNABLE TO PROVE AND VERIFY EACH OTHER‘S IDENTITY: THEREBY BEING
MORE VULNERABLE TO EwPLOITS AND MANIPULATIONS% 8URTHERMORE: THE LACK OF CONDENTIALITY SETS AN OBSTACLE TO
REAL SOCIAL IMPACT: AS MOST OF REAL WORLD SOCIAL ACTIVITIES DEAL WITH PRIVATE INFORMATION THAT MUST BE TREATED
ADE.UATELY% 8OR EwAMPLE: AN ELECTION RE.UIRES THE INDEPENDENCE OF VOTES AND THE FREEDOM TO VOTE ONE‘S OPINION
WITHOUT FEARING ANY CONSE.UENCES% rEALED BID AUCTION: AS ANOTHER EwAMPLE: RE.UIRES AN INDEPENDENCE OF BIDS
AS WELL AS THEIR CONDENTIALITY: SINCE PUBLIC BIDS EwPOSES THE BIDDER‘S SENSITIVE NANCIAL STATE%

1.IVACx dmHAmCImG 6ECHmnjnGIES) 1RIVACY HAS ALWAYS BEEN A PIVOTAL ASPECT OF HUMAN LIFE: CHERISHED
ACROSS ALL AGES% gOWEVER: IN THE CURRENT ERA: MARKED BY THE INTERNET REVOLUTION: ITS SIGNICANCE HAS MAGNIED%
rOCIETY IS RACING TO KEEP PACE WITH TECHNOLOGICAL ADVANCEMENTS TO ENSURE PERSONAL INFORMATION REMAINS
CONDENTIAL% -N TODAY‘S DIGITAL WORLD: WHERE NEARLY EVERY ACTION LEAVES A TRACE: SAFEGUARDING OUR PRIVACY IS
NOT JUST IMPORTANT©IT IS ESSENTIAL% vE ND OURSELVES CONSTANTLY NAVIGATING THE NE LINE BETWEEN HARNESSING
TECHNOLOGY‘S BENETS AND PROTECTING OUR PRIVATE LIVES FROM INTRUSION%
/HE MIDh3zTH CENTURY‘S INTRODUCTION OF SOPHISTICATED CRYPTOGRAPHY SIGNALED A CRUCIAL SHIFT TOWARDS SECURE

COMMUNICATION% /HIS PERIOD WAS DENED BY THE URGENT NEED TO TRANSMIT MESSAGES SAFELY ACROSS POTENTIALLY
COMPROMISED MEDIUMS©BE IT PHYSICAL DOCUMENTS CARRIED BY UNRELIABLE COURIERS OR DIGITAL DATA TRANSMITTED
THROUGH THE AIRWAVES OR WIRES VULNERABLE TO INTERCEPTION% /HE BURGEONING ELD OF CRYPTOGRAPHY FOCUSED
ON DEVISING METHODS THAT GUARANTEED NOT ONLY SECURE COMMUNICATION BUT ALSO THE ECIENCY AND RESILIENCE
OF THESE COMMUNICATIONS AGAINST EAVESDROPPING OR TAMPERING% /HIS ERA WITNESSED CRYPTOGRAPHY‘S EVOLUTION
FROM AN ARCANE PRACTICE TO A FUNDAMENTAL: SCIENCEhDRIVEN TOOLKIT ESSENTIAL FOR MILITARY UNITS: GOVERNMENTS:
AND EVENTUALLY THE GENERAL PUBLIC: SHAPING THE COMPLEw DIGITAL SECURITY LANDSCAPE WE NAVIGATE TODAY%
aY THE LATE 3zTH CENTURY AND IN SUBSE.UENT DECADES: THE CRYPTOGRAPHIC COMMUNITY EwPERIENCED A REVh

OLUTIONARY SHIFT IN ITS RESEARCH FOCUS: HERALDING THE ERA OF SECURE MULTIPARTY COMPUTATION pl1](% /HIS
CRYPTOGRAPHIC BREAKTHROUGH ALLOWED MULTIPLE PARTIES TO COLLABORATIVELY COMPUTE FUNCTIONS OVER THEIR PRIVATE
DATA WITHOUT REVEALING THE ACTUAL DATA TO ONE ANOTHER% /HESE ADVANCEMENTS EwTENDED BEYOND THEORETICAL
SIGNICANCE: O0ERING PROFOUND PRACTICAL IMPLICATIONS% /HEY FACILITATED THE SECURE EwCHANGE AND PROCESSING
OF INFORMATION IN A MANNER THAT PRESERVED BOTH PRIVACY AND CONDENTIALITY: ADDRESSING A GROWING CONCERN
IN AN INCREASINGLY INTERCONNECTED WORLD% 8ROM ENABLING CONDENTIAL ELECTRONIC VOTING SYSTEMS TO SECURE DATA
SHARING AMONG ORGANIZATIONS: MULTIPARTY COMPUTATION MARKED A CONSIDERABLE ADVANCEMENT% /HIS PERIOD OF
RESEARCH BROADENED THE HORIZONS OF CRYPTOGRAPHY BEYOND TRADITIONAL ENCRYPTION AND DECRYPTION: CATERING TO
THE NUANCED RE.UIREMENTS OF A SOCIETY EVER MORE RELIANT ON DIGITAL INTERACTIONS AND THE PERPETUAL CHALLENGE
OF BALANCING TECHNOLOGICAL CONVENIENCE WITH THE IMPERATIVE TO PRESERVE PRIVACY%
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9PTING FOR A GARBLEDhCIRCUIThBASED l1] TO ACHIEVE ONhCHAIN PRIVACY ALIGNS WITH SEVERAL CRITICAL METRICSc

f lnD2jA.ITx% /HE GARBLEDhCIRCUIThBASED SOLUTION IS STRUCTURED INTO TWO INDEPENDENT PHASES: TERMED
‘4ARBLING‘ AND ‘dVALUATION‘% /HE 4ARBLING PHASE: INVOLVING SIGNICANT COMPUTATION BY THE NETWORK
NODES: IS CONDUCTED ‘OINE‘ IN A PREhPROCESSING STAGE: PRODUCING A GARBLED CIRCUIT©A SECURE CONTAINER
FOR DATA PROCESSING% /HIS PHASE CONTINUALLY GENERATES GARBLED CIRCUITS FOR SUBSE.UENT USE DURING THE
dVALUATION PHASE: WHERE ACTUAL TRANSACTIONS ARE PROCESSED% /HE dVALUATION PHASE IS EwECUTED BY THE
NETWORK NODES IN AN EwCEEDINGLY ECIENT MANNER% /HIS MODULAR APPROACH IS ELEGANT AND ESTABLISHES A
‘PRIVACY SUPPLY CHAIN‘%

f rEC2.ITx% �MIDST VARIOUS ENCRYPTION SCHEMES: OUR SOLUTION ASPIRES TO ALIGN WITH INDUSTRY STANDARDS
RIGHT FROM THE START: RATHER THAN INTRODUCING A PROPRIETARY: UNTESTED ENCRYPTION SCHEME OR WAITING FOR A
LENGTHY STANDARDIZATION PROCESS% vE EMPLOY ENCRYPTION SCHEMES ALREADY WIDELY ADOPTED BY THE WORLD‘S
MOST SECURE SYSTEMS: INCLUDING THOSE MANAGED BY GOVERNMENTS AND LARGE BANKS% /HIS APPROACH INVOLVES
STANDARDIZED SYMMETRIChKEY SCHEMES FOR ENCRYPTION pE%G%: �drh]/q( AND STANDARDIZED ASYMMETRIChKEY
SCHEMES FOR KEY DISTRIBUTION pE%G%: qr�(: ENHANCING ADOPTION BY ELIMINATING THE NEED FOR ADDITIONAL:
UNVERIED SECURITY ASSUMPTIONS% ]ONTRARY TO OTHER l1] METHODS: GARBLEDhCIRCUIThBASED SOLUTIONS
FACILITATE AN ECIENT INTEGRATION OF THESE ENCRYPTION SCHEMES WITHIN A CIRCUIT THAT CAN BE SECURELY
EVALUATED IN A DISTRIBUTED MANNER%
1.IVACx% -N RECENT YEARS: NUMEROUS INITIATIVES HAVE SOUGHT TO ENHANCE ONhCHAIN PRIVACY VIA THE POWERFUL
CRYPTOGRAPHIC TOOL KNOWN AS ZEROhKNOWLEDGE PROOF pyj1(% vHILE yj1 ALLOWS DATA OWNERS TO VERIFY THE
CORRECTNESS OF STATEMENTS ABOUT THEIR DATA WITHOUT REVEALING THE DATA ITSELF: IT FALLS SHORT IN SCENARIOS
INVOLVING MULTIPLE DATA OWNERS WHO WISH TO COLLABORATE BASED ON THEIR PRIVATE DATA% /HIS IS VITAL FOR A
RANGE OF BLOCKCHAIN APPLICATIONS: FROM DYNAMIC IDENTITY SYSTEMS AND ,E8I APPLICATIONS LIKE �ll TO
PORTFOLIO MANAGEMENT: SOCIAL TRADING: PEERhTOhPEER MESSAGING: AUCTIONS: AND GOVERNANCE% 9UR APPROACH
TO ONhCHAIN PRIVACY IS DRIVEN BY A SECURE l1] PROTOCOL: WHERE USERS‘ DATA IS SENT TO A PRIVATE DATA
POOL% gERE: ANY PROCESS: PUBLIC OR PRIVATE: CAN BE APPLIED TO THE DATA WITHOUT DISCLOSING ANYTHING BUT
THE PROCESS RESULT AS INTENDED BY THE APPLICATION DEVELOPER: AND ONLY WITH USER CONSENT%

f 1E.en.MAmCE% vITH THE OBJECTIVE OF OPTIMIZING REALhTIME TRANSACTION PROCESSING INVOLVING PRIVATE
DATA: HAVING PREhPREPARED GARBLED CIRCUITS ENABLES NODES PARTICIPATING IN THE dVALUATION PHASE TO
ACHIEVE A HIGH TRANSACTION THROUGHPUT% /HE LOWhLATENCY CHARACTERISTIC OF GARBLEDhCIRCUIThBASED l1]
ENSURES THAT THE NUMBER OF COMMUNICATION ROUNDS BETWEEN NODES IS CONSTANT AND DOES NOT DEPEND ON
THE NUMBER OF PARTIES INVOLVED OR THE COMPLEwITY OF THE TRANSACTION% ]RUCIALLY: THE TECHNOLOGIES UNh
DERPINNING BOTH THE 4ARBLING AND dVALUATION PHASES ARE READY FOR IMPLEMENTATION ON CURRENT DEVICES
pINCLUDING SMARTPHONES(: WITHOUT THE NEED FOR SPECIALIZED HARDWARE OR AWAITING SIGNICANT ADVANCEh
MENTS IN RESEARCH%

f dmDh2SE. EwPE.IEmCE% lAINTAINING AN UNALTERED SECURITY EwPERIENCE pAS HIGHLIGHTED IN THE SECURITY
DISCUSSION(: SUBMITTING PRIVATE DATA TO THE NETWORK RESEMBLES SENDING DATA OVER A /kr CHANNEL: EMh
PLOYING A SYMMETRIChKEY ENCRYPTION SCHEME% /HIS MEANS DEVICES TODAY ARE ALREADY E.UIPPED TO INTERACT
WITH THE NETWORK USING STANDARD PROTOCOLS AND WIDELY KNOWN SOFTWARE LIBRARIES% /HIS COMPATIBILITY
EwTENDS TO SOFTWARE OPERATING ON PERSONAL COMPUTERS: WEB BROWSERS: SMARTPHONES: SMART SENSORS: AND
POTENTIALLY ANY -O/ DEVICE%

/HIS HOLISTIC APPROACH TO ONhCHAIN PRIVACY UNDERSCORES OUR DEDICATION TO ENSURING SECURITY: PRIVACY: Eh
CIENCY: AND A USERhCENTRIC EwPERIENCE: THEREBY SETTING A NEW STANDARD FOR PRIVACY IN THE DIGITAL DOMAIN%

3 4ARBkED bIRC2ITS
-N THIS SECTION WE USE A VARIATION OF THE NOTATION AND DENITIONS FROM –8OUNDATIONS OF ARaLdD bIRCUITS‘ BY
aELLARE: gOANG AND qOGAWAY bagqo3[%
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3)o bIRC2ITS
8OR SIMPLICITY: WE CONSIDER CIRCUITS WITH FANhIN OF TWO: EVEN THOUGH OUR SOLUTION IS NOT LIMITED TO THOSE%
� CIRCUIT IS A SIwhTUPLE e : (m.k. n. <.A.F(: WHERE m ≥ 1 IS THE NUMBER OF INPUTS: k ≥ 0 IS THE NUMBER

OF OUTPUTS: AND n ≥ 0 IS THE NUMBER OF GATdS% /HE INPUTS: WIRES: OUTPUTS: AND GATES SETS ARE INDEwED BY
glPtsS : {0. . . . . m{:vIpES : {0. . . . . m)n{: ntsPtsS : {m)n�k)0. . . . . m)n{: AND f�sES : {m)0. . . . . m)n{:
RESPECTIVELY% /HEN: THE FUNCTIONS < AND A ARE OF THE FORM f�sES → vIpES \ntsPtsS: WHERE <(f( pRESP% A(f((
RETURNS THE RST: OR LEFT: pRESP% SECOND: OR RIGHT( INCOMING WIRE OF GATE f% 8INALLY: F IS A FUNCTION OF THE
FORM f�sES · P 1 → P : WHERE P IS THE DOMAIN OF VALUES THAT WIRES CAN TAKE% gERE P IS DENED ABSTRACTLY
WHILE TYPICALLY IT IS DENED BY NITE GROUP: RING OR ELD% 8OR INSTANCE: MANY TIMES P IS INSTANTIATED BY THE
DOMAIN P : �1 : {/. 0{ AND THE FUNCTION F: WHICH DENE A BINARY paOOLEAN( GATESs ALTERNATIVELY: IT CAN BE
DENED BY P : � FOR SOME NITE ELD � AND F: WHICH DENE ARITHMETIC GATES OVER �%
/HE ABOVE EMBODIES THE FOLLOWING% 4ATES HAVE FANhIN OF TWO pTWO INPUTS(: ARBITRARY FUNCTIONALITY: AND

ARBITRARY FANhOUT pAN OUTPUT WIRE MAY SERVE AS AN INCOMING WIRE TO UNLIMITED NUMBER OF GATES(% /HE WIRES
ARE NUMBERED 0 TO m) n% dVERY NONhINPUT WIRE IS THE OUTGOING WIRE OF SOME GATE% /HE hhTH VALUE OF AN INPUT
IS PRESENTED ALONG WIRE h% /HE hhTH VALUE OF AN OUTPUT IS COLLECTED O0 WIRE m) n �k) h% /HE OUTGOING WIRE
OF EACH GATE SERVES AS THE NAME OF THAT GATE% 9UTPUT WIRES MAY NOT BE INPUT WIRES AND MAY NOT BE INCOMING
WIRES TO GATES% mO OUTPUT WIRE MAY BE TWICE USED IN THE OUTPUT% qE.UIRING <(f( , A(f( , f ENSURES THAT
THE DIRECTED GRAPH CORRESPONDING TO CIRCUIT e IS ACxCLIC: AND THAT NO WIRE TWICE FEEDS A GATEs THE NUMBERING
OF GATES COMPRISE A TOPOLOGICAL SORT%

bI.C2IT EVAj2ATInm) /HE CANONICAL EVALUATION FUNCTION EubGpb TAKES A CIRCUIT e AND A LIST OF INPUTS w :
w0. w1. . . . . wm AND RETURNS A LIST OF OUTPUTS wm�p�k�0. . . . . wm�p% rEE kISGING o FOR A FORMAL DESCRIPTIONc

�jGn.ITHM o ]ANONICAL dVALUATION EubGpb(e. w(

oc (m.k. n. <.A.F(← e %
3c en. f ← m) 0 TO f ← m) n Dn
tc a ← <(f( AND a ← A(f(
5c wb ← F(f. wa. wa(
fc EmD en.
7c .ET2.m wm�p�k�0. . . . . wm�p

3)3 4ARBkImG rCgEMES
� GARaLING SCgdMd IS A VEhTUPLE OF ALGORITHMS F : (fa.dl.cE.du. Eu(: WHERE fa IS PROBABILISTIC AND THE
REST ARE DETERMINISTIC% kET e : (m.k. n. <.A.F( BE A CIRCUIT THAT WE WISH TO GARBLE% qECALL THAT e REPRESENT
A FUNCTION OF THE FORM P m → P k% 9N INPUT e AND A SECURITY PARAMETER κ ∈ F: THE GARBLING ALGORITHM fa
RETURNS THE TRIPLE (B. d. c(← fa(0�. e(: WHERE d DESCRIBES AN ENCODING FUNCTION: dl(d. ·(: THAT MAPS AN INITIAL
INPUT w ∈ P m TO A GARaLdD INPUT V : dl(d. w(s B DESCRIBES A GARaLdD CIRCUIT: du(B. ·(: THAT MAPS EACH GARBLED
INPUT V TO A GARaLdD OUTPUT X : du(B.V(s AND c DESCRIBES A DECODING FUNCTION: cE(c. ·( THAT MAPS A GARBLED
OUTPUT X TO A NAL OUTPUT x : cE(c. X ( ∈ P k%

1.niECTIVE GA.BjImG SCHEMES) � COMMON APPROACH IN EwISTING GARBLING SCHEMES IS FOR d TO CONSIST OF
A VECTOR OF SETS OF LAadLS: SUCH THAT A SET OF LABELS Ig IS ASSOCIATED WITH THE hhTH INPUT OR OUTPUT WIRE
ph ∈ {0. . . . . m{P{m)n�k)0. . . . . m)n{(% 8OR EwAMPLE: IF THE CIRCUIT IS aOOLEAN THEN WE HAVE P : {/. 0{ AND
THERE ARE TWO LABELS FOR THE hhTH INPUT WIRE: NAMELY: Ig : {I+g . I0g {% /HE ENCODING FUNCTION dl(d. ·( THEN USES
THE VALUES w : w0. . . . . wm TO SELECT FROM d : (I0. . . . . Im( THE SUBVECTOR V : (V0. . . . . Vm( : (Iw�0 . . . . . IwB

m (%





•rODA kABS% ]ONDENTIAL%

3)3)o dwAMPjEc rEC2.E 6vnh1A.Tx bnMP2TATInm p31b( VIA 4A.BjED bI.C2ITS

4ARBLING SCHEMES WERE ORIGINALLY DESIGNED AS A SOLUTION FOR SECURE TWOhPARTY COMPUTATION: WHICH WORK
AS FOLLOWS% rUPPOSE �LICE HAS m, INPUTS: DENOTED w, : (w0. . . . . wm,

( AND aOB HAS mA INPUTS: DENOTED
wm,�0. . . . . wm,�mA

: WHERE wg ∈ {/. 0{ FOR ALL h: AND m : m, ) mA % �LICE AND aOB WISH TO SECURELY COMPUTE
THE CIRCUIT e : (m.k. n. <.A.F( OVER THEIR JOINT INPUTS w0. . . . . wm% �LICE AND aOB CAN USE A GARBLING SCHEME
TO DO SO: AS SHOWN IN �LGORITHM 3 IN WHICH �LICE AND aOB TAKE THE ROLES OF THE 4ARBLER AND dVALUATOR:
RESPECTIVELY% /HE GARBLER p�LICE( GENERATES THE GARBLED CIRCUIT B AND ITS OWN GARBLED INPUT V,: AND SENDS
BOTH TO THE EVALUATOR paOB(% /HEN: THE EVALUATOR OBTAINS ITS OWN GARBLED INPUT VA VIA A CRYPTOGRAPHIC
PROTOCOL CALLED OBLIVIOUS TRANSFER p9/(% 8INALLY: USING THE GARBLED CIRCUIT AND THE GARBLED INPUTS: THE EVALUATOR
CAN OBTAIN THE GARBLED OUTPUT X AND USING THE DECODING INFORMATION c IT CAN OBTAIN THE ACTUAL pPLAINTEwT(
OUTPUT x%

�jGn.ITHM 3 rECURE /WOh1ARTY ]OMPUTATION e(w,. wA(

oc -NTERPRET (m.k. n. <.A.F(← e %
3c �LICE pTHE GARBLER( COMPUTES (B. d. c(← fa(0�. e( pκ IS THE SECURITY PARAMETER(%
tc �LICE COMPUTES HER GARBLED INPUT V, : dl(d. w,(%
5c �LICE SENDS B. c AND V, TO aOB%
fc �LICE AND aOB INVOKE A TWOhPARTY PROTOCOL CALLED OaLIuIOUS TRANSFdR p9/(% -N THIS PROTOCOL �LICE PRIVATELY
HAS d AND aOB PRIVATELY HAS wA : AND aOB pAND ONLY aOB( OBTAINS THE OUTPUT VA : dl(d. wA(%

7c aOB COMPUTES X : du(B.V( WHERE V IS THE CONCATENATION OF V, AND VA %
;c aOB COMPUTES x : cE(c. X ( WHICH IS THE OUTPUT OF THE COMPUTATION% �T THIS STAGE aOB MAY SHARE THAT
OUTPUT WITH �LICEs IN CASE aOB IS SUSPICIOUS OF BEING MALICIOUS OTHER SECURITY MEASUREMENTS ARE IN PLACE%

rEC2.ITx mnTInmS ne GA.BjImG SCHEMES) 4ARBLING SCHEMES MAY BE ASSOCIATED WITH DI0ERENT SECURITY
GUARANTEES: LIKE PRIuACx: OaLIuIOUSNdSS: AUTgdNTICITx: AND MOREs IN OUR CONTEwT WE ARE MOSTLY INTERESTED IN
PRIVACY AND AUTHENTICITY% -N A HIGH LEVEL: PRIuACx REFERS TO THE FACT THAT THE EVALUATOR IS UNABLE TO TELL WHICH
ACTUAL pPLAINTEwT( VALUE PASSES THROUGH WIRES OF THE CIRCUIT: EVEN AFTER HAVING THE GARBLED CIRCUIT AND THE
GARBLED INPUTS pUNLESS IT HAS PRIOR INFORMATION ABOUT THOSE VALUES(% �UTHENTICITY MEANS THAT THE EVALUATOR
CANNOT PRODUCE GARBLED OUTPUT X ′ THAT IS DI0ERENT THAN THE CORRECT GARBLED OUTPUT X THAT IS OBTAINED
THROUGH HONEST EVALUATION OF THE GARBLED CIRCUIT%

dwTEmSInm Tn rEC2.E l2jTIPA.Tx bnMP2TATInm pl1b() /HE ABOVE IS AN EwAMPLE OF HOW TO DISTRIBUTE
THE COMPUTATION OF e BETWEEN TWO PARTIES WHERE EACH PARTY HOLDS PART OF THE INPUTS% -N OUR CONTEwT: WE ARE
INTERESTED IN SECURE COMPUTATION THAT CAN BE EwECUTED BY MANY PARTIES WHERE THE PRIVATE INPUTS THEMSELVES
MIGHT NOT EVEN BE THEIRS: E%G%: PRIVATE INPUT MAY CONTAIN SOME IDENTITY INFORMATION OF A CLIENT pWHO IS NOT
NECESSARILY RUNNING AN EwECUTION NODE(% -N A VERY HIGH LEVEL: THIS IS SOLVED BY TWO TECHNI.UES: THE RST IS
CRxPTOGRAPgIC SdCRdT SgARING AND THE SECOND IS MULTIPARTx GARaLING PROTOCOL% -N SUCH A SOLUTION: AN EwTERNAL
CLIENT IS THE ONE WHO HOLDS THE PRIVATE INPUT AND THE EwECUTION PARTIES ARE RESPONSIBLE FOR HOLDING IT SECURELY
AND PERFORMING SECURE COMPUTATION OVER IT WHEN NEEDED%4% /HE CLIENT‘S PRIVATE DATA IS STORED BY THE EwECUTION
PARTIES IN A WAY THAT RE.UIRES MANY OF THEM TO BEHAVE MALICIOUSLY IN ORDER TO DISCLOSE THAT DATA: OTHERWISE:
NO INFORMATION CAN BE INFERRED ABOUT THAT DATA% vITH REGARD TO COMPUTATION OVER SUCH SECRET SHARED DATA:
THE PARTIES INVOKE A GARBLING PROTOCOL THAT CAN BE RUN BY MANY PARTIES% uARIOUS PROTOCOLS FOR MULTIPARTY
GARBLING HAVE BEEN PROPOSED IN THE LITERATURE SINCE THE ‘nz: OPTIMIZING FOR VARIOUS METRICS LIKE COMMUNICATION
ROUNDS: BANDWIDTH AND COMPUTATION COMPLEwITY% /HE PROTOCOL THAT WE USE FOR THE GCdul pSEE NEwT SECTION(
IS FUNDAMENTALLY DI0ERENT THAN THOSE PROTOCOLS: ALTHOUGH BUILDING ON SIMILAR TECHNI.UES%

4]nMP26�6-nm nVE. � CL-Em6‘S P.-V�6E ,�6� M2S6 BE 2m,E. 6HE CL-Em6‘S CnmSEm6: � CnmS6.�-m6 WE ,E�L W-6H -m 6HE mEw6 SEC6-nmS)

7
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t 4EmERAk rEC2RE l2kTI1ARTw bnM12TATInm VIA 4ARBkImG
4IVEN A PROJECTIVE GARBLING SCHEME AS DESCRIBED ABOVE: IN THE FOLLOWING WE SHOW HOW TO CONSTRUCT A GENERAL
SECURE COMPUTATION FOR MULTIPLE PARTIES: THAT CAN CAPTURE A HIGHhLEVEL PROGRAMMING LANGUAGE% ,ENOTE
THE PARTIES INVOLVED IN THE COMPUTATION BY G : {L0. . . . . LG{ AND DENE TWO pPOTENTIALLY OVERLAPPING( SETS
f�pakEpS ⊆ G AND du�kt�sOpS ⊆ G % vE RELY ON THE FACT THAT THE ADVERSARY MAY CORRUPT AT MOST sE , }f�pakEpS}
PARTIES OF THE f�pakEpS AND AT MOST sB , }du�kt�sOpS} PARTIES OF THE EVALUATORS% mOTE THAT A CORRUPTED Lg WHO
IS BOTH GARBLER AND EVALUATOR CONTRIBUTES TO BOTH sE AND sB % vE BEGIN WITH A DESCRIPTION OF SOME NECESSARY
FUNCTIONALITIES THAT OUR PROTOCOL RELIES ON: AND AN l1] PROTOCOL FOR A STANDhALONE COMPUTATION OF SOME
FUNCTION e THAT IS KNOWN TO THE PARTIES AHEAD OF TIME% /HEN: WE PRESENT A STATEFUL PROTOCOL THAT CAN BE CAPTURE
A RUNTIME EwECUTION ENVIRONMENT FOR ANY MACHINE: AND CAN CAPTURE COMPUTATION OF FUNCTIONS6PROGRAMS TO
BE KNOWN ONLY IN –REAL TIME‘%

t)o rEC2RE bnM12TATInm FnR e2mCTInm �

4IVEN A PROJECTIVE GARBLING SCHEME F : (fa.dl.cE.du. Eu(: OUR l1] PROTOCOL MAKES USE OF TWO –INTERNAL‘
l1] PROTOCOLs THESE INTERNAL PROTOCOLS MAY BE INSTANTIATED WITH ANY l1] CONSTRUCTION FROM THE LITERATURE
pE%G%: BASED ON SECREThSHARING TECHNI.UES: OTHER GARBLING SCHEMES: FULLYhHOMOMORPHIC ENCRYPTION: OR ANY OTHER
CRYPTOGRAPHIC TECHNI.UE(% /HE FUNCTIONALITIES TO BE REALIZED BY THESE INTERNAL PROTOCOLS ARE Fe�: THE GARaLING
FUNCTIONALITx: Fdl: THE dNCODING FUNCTIONALITx: AND FcE: THE DdCODING FUNCTIONALITx: DESCRIBED IN kISTINGS t:5
AND : RESPECTIVELY% 8OR SOME DATA STRUCTURE w: THAT CAN BE A VECTOR: LIST: KEYhVALUE STORE: ETC%: WE DENOTE BY
=w[ THE RESULT OF A THRESHOLD SECRET SHARING OF w: WHERE EACH RECEIVER OBTAINS ONLY A SHARE OF w%

�jGn.ITHM t 4ARBLING 8UNCTIONALITY F�,G
e�

1A.TIESc THE FUNCTIONALITY INTERACTS WITH f�pakEpS AND du�kt�sOpS%
1A.AMETE.Sc A COMPUTATIONAL SECURITY PARAMETER κ AND A GARBLING SCHEME F : (fa.dl.cE.du. Eu(%

oc 2PON RECEIVING (e�pagd. e( FROM THE f�pakEpSc
f ]OMPUTE (B. d. c(← fa(0�. e(%

3c .ET2.m B. =c[ AND =d[ TO THE du�kt�sOpS%

�jGn.ITHM 5 dNCODING 8UNCTIONALITY F�,G
dl

1A.TIESc THE FUNCTIONALITY INTERACTS WITH THE du�kt�sOpS%
-mP2TSc 8OR EACH INPUT WIRE h ∈ {0. . . . . m{: THE PARTIES EITHER KNOW THE PUBLIC INPUT wg OR HAVE A
SHARING OF IT: NAMELY =wg[ IS HELD BY THE du�kt�sOpS% kET otakIbgDW.opIu�sEgDW ⊆ {0. . . . . m{ BE THE INDICES
OF THE WIRES FOR WHICH THE INPUT IS PUBLIC AND PRIVATE: RESPECTIVELY: THEN otakIbgDW ∩ opIu�sEgDW : ∅% kET
w : (w0. . . . . wm(%
1A.AMETE.Sc F : (fa.dl.cE.du. Eu(%

oc 2PON RECEIVING (dmbncd. =d[. (w′
0. . . . . w

′
m(( FROM THE du�kt�sOpS: WHERE w′

g : wg IF h ∈ otakIbgDW AND w′
g : =wg[

IF h ∈ opIu�sEgDW: RECONSTRUCT d AND wg FOR ALL h ∈ opIu�sEgDW AND COMPUTE V : dl(d. w(%
3c .ET2.m V TO THE du�kt�sOpS%

mOTE THAT IN THE FUNCTIONALITIES‘ DESCRIPTION WE OMIT SOME DETAILS: LIKE WHETHER THE GA.BjE COMMAND CAN
BE TRIGGERED BY ONLY A SUBSET OF f�pakEpS: AND HOW IS THE FUNCTIONALITY INTERACTS WITH THE ADVERSARY%
/HE l1] PROTOCOL THAT USES THE ABOVE FUNCTIONALITIES IS GIVEN IN kISTING 7%

t)3 rEC2RE bnM12TATInm nF A e2T2RE e2mCTInm �

rECURE COMPUTATION OF A FUTURE FUNCTION REFERS TO THE MODE OF OPERATION IN WHICH THE FUNCTION e TO BE
COMPUTED IS NOT KNOWN AT THE TIME OF GARBLING: YET: WE WANT TO ENABLE THE du�kt�sOpS RUN A SECURE COMPUTATION

;
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�jGn.ITHM f ,ECODING 8UNCTIONALITY F�,G
cE

1A.TIESc THE FUNCTIONALITY INTERACTS WITH THE du�kt�sOpS%
-mP2TSc /HE PARTIES HAVE A GARBLED OUTPUT X % /HE PARTIES ALSO HOLD A SHARING OF A DECODING INFORMATION
=c[%
1A.AMETE.Sc F : (fa.dl.cE.du. Eu(%

oc 2PON RECEIVING (cdbncd. =c[. X ( FROM THE du�kt�sOpS: RECONSTRUCT c AND COMPUTE x : cE(c. X (%
3c .ET2.m x TO THE du�kt�sOpS%

�jGn.ITHM s l1] 1ROTOCOL ��,G

1A.TIESc THE FUNCTIONALITY INTERACTS WITH ALL PARTIES L0. . . . . LG pWHICH CONSISTS OF f�pakEpSP du�kt�sOpS(%
-mP2TSc 8OR EACH INPUT WIRE h ∈ {0. . . . . m{: IF h ∈ otakIbgDW OR h ∈ opIu�sEgDWi % -N THE LATTER CASE IT MEANS
THAT wg IS A PRIVATE INPUT OF PARTY Li %
1A.AMETE.Sc κ AND F : (fa.dl.cE.du. Eu(%

oc 2PON RECEIVING (bnlotrd. e( FROM THE PARTIESc
f /HE f�pakEpS SEND (e�pagd. e( TO F�,G

e� : UPON WHICH THE du�kt�sOpS OBTAIN B. =c[ AND =d[%
f 1ARTY Li SHARES =wg[ TO THE du�kt�sOpS FOR EVERY h ∈ opIu�sEgDWi %
f /HE du�kt�sOpS SEND (dmbncd. =d[. w′

0. . . . . w
′
m( TO FG

dl WHERE w′
g : wg IF h ∈ otakIbgDW AND w′

g : =wg[
OTHERWISE: AND OBTAIN V%

f /HE du�kt�sOpS LOCALLY COMPUTE X : du(B.V(

f /HE du�kt�sOpS SEND (cdbncd. =c[. X ( TO FG
cE AND OBTAIN x%

3c .ET2.m x TO THE du�kt�sOpS%

OF AN ARBITRARY FUNCTION WHENEVER NEEDED%
-N STATEFUL COMPUTATION THE PARTIES ARE –AWARE‘ TO SOME INSTRUCTIONhSET pOR OPCODES( TO BE SUPPORTED: E%G%:

ADDc l2LT: ETC%
/O ENABLE THE PARTIES TO RUN COMPUTATION THAT IS UNKNOWN IN THE OINE pOR PREPROCESSING( PHASE: WHICH IS

WHEN f�pakEpS PRODUCE THE GARBLED CIRCUITS IN THE FORM OF B. =d[. =c[: WE USE AN ADDITIONAL FUNCTIONALITY CALLED
–SOLDERING‘: DENOTED FG

rniDEp% /HE SOLDERING FUNCTIONALITY ALLOWS THE COMPOSITION OF SMALL GARBLED CIRCUITS
INTO ONE LARGER GARBLED CIRCUIT% /HE FUNCTIONALITY TAKES AS INPUT TWO GARBLED CIRCUITS (B0. =d0[. =c0[( AND
(B1. =d1[. =c1[(: AND A SET OF INDICES H0 AND H1: SUCH THAT OUTPUT WIRES WITH INDICES H0 OF THE RST CIRCUIT SHOULD
BE –SOLDERED‘ TO INPUT WIRES WITH INDICES H1 OF THE SECOND CIRCUIT% vHEN WIRE v0 IS SOLDERED TO WIRE v1: IT
MEANS THAT THE SAME pSECRET( VALUE WILL PASS THROUGH THEM AT TIME OF EVALUATION% /HE SOLDERING FUNCTIONALITY
ENABLES THE du�kt�sOpS pWHO RECEIVE THE TWO GARBLED CIRCUITS( TO SOLDER THE WIRES WITHOUT FURTHER INTERVENTION
OF THE f�pakEpS%
�S AN EwAMPLE: RECALL THAT EACH WIRE IN THE GARBLED CIRCUIT IS ASSOCIATED WITH A VECTOR OF LABELS% 8OR

INSTANCE: CONSIDER THE aOOLEAN CASE IN WHICH THE WIRES ARE ASSOCIATED WITH TWO LABELS: ONE THAT REPRESENTS THE
VALUE z AND ANOTHER THAT REPRESENTS THE VALUE o% ]ONSIDER GARBLED CIRCUITS B0 AND B1 SUCH THAT OUTPUT WIRE v0
IN B0 SHOULD BE SOLDERED WITH INPUT WIRE v1 IN B1% /HE SOLDERING FUNCTIONALITY IS GIVEN THE TWO GARBLED CIRCUITS
pALONG WITH THEIR ENCODING AND DECODING INFORMATION =d[ AND =c[(: AND RETURNS SOME pPUBLIC( INFORMATION THAT
TELLS THE PARTIES HOW TO: AT THE TIME OF EVALUATION: TRANSLATE FROM THE LABEL RECEIVED ON v0 TO THE CORRECT
LABEL ON v1% kET THE LABELS ASSOCIATED WITH v0 AND v1 BE (I+s�

. I0s�
( AND (I+s1

. I0s1
(: RESPECTIVELY: THEN THE

SOLDERING FUNCTIONALITY RETURNS �s��1
SUCH THAT rOkDEp(I+s�

. �s��1
( : I+s1

AND rOkDEp(I0s�
. �s��1

( : I0s1
: WHERE

rOkDEp IS THE TRANSLATION PROCEDURE% mOTE THAT WHETHER THE du�kt�sOpS WILL HAVE I+s�
OR I0s�

/HE PROTOCOL THAT ENABLES THE COMPUTATION OF AN ARBITRARY FUNCTION e FOLLOWSc -N THE PREPROCESSING PHASE:
THE f�pakEpS SEND (e�pagd. enobnDE( TO F�,G

e� : UPON WHICH THE du�kt�sOpS OBTAIN BnobnDE. =cnobnDE[ AND =dnobnDE[MANY
TIMES FOR EVERY OPbODE IN THE INSTRUCTION SET% /HE EVALUATORS STORE THOSE GARBLED CIRCUITS FOR A LATER USE: WHEN
THEY KNOW WHAT IS THE FUNCTION e % �T THAT TIME: THEY REPRESENT THE FUNCTION e AS A –COMPUTATIONhTREE‘ THAT

e
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IS COMPOSED OF –ATOMIC‘ OPCODES FROM THE INSTRUCTION SET% 8OR EwAMPLE: IF THE FUNCTION HAS FOUR VARIABLES:
w0. w1. w2. w3: AND IT RETURNS (w0 ) w1( · (w2 ) w3( THEN THE COMPUTATIONhTREE HAS FOUR LEAVES pON LEVEL z(:
w0. w1. w2. w3: THE NODES IN LEVEL o ARE ADD pTHAT CONNECTS w0. w1 AND ADD pTHAT CONNECTS w2. w3: AND THE NODE
IN LEVEL 3 IS l2LT THAT CONNECTS THE RESULTS OF THE TWO NODES IN LEVEL o% 8OR EACH CONNECTION: IDENTIFY THE
OUTPUT AND INPUT WIRES THAT SHOULD BE CONNECTED AND APPLY THE SOLDERING FUNCTIONALITY ON THESE WIRES TO
OBTAIN THE TRANSLATION INFORMATION% 8INALLY: OBTAIN THE GARBLED INPUT V FOR THE INPUTS w0. w1. w2. w3 AND
BEGIN EVALUATING THE CIRCUIT AS ABOVE% vHENEVER NEED TO MOVE FROM AN OUTPUT WIRE v0 OF ONE NODE pGARBLED
CIRCUIT(: WHOSE OBTAINED LABEL IS Is�

: TO THE INPUT WIRE v1 OF THE NEwT NODE pIN A HIGHER LEVEL(: USE THE
TRANSLATION INFORMATION �s�,s1

OBTAINED FROM THE SOLDERING FUNCTIONALITY TO GET Is1
: rOkDEp(Is�

. �s�,s1
(:

FROM WHICH IT IS POSSIBLE TO CONTINUE EVALUATION OF THE NEwT GARBLED CIRCUIT%

 sgE GCdul
/HE GCdul INVOLVES EwTENSION OF THE dul IN MULTIPLE DIMENSIONS% 8IRST: WE INTRODUCE NEW DATA TYPES IN
ORDER TO CAPTURE THE FACT THAT INFORMATION OF THIS TYPE MUST BE KEPT SECRETs THEN: WE INTRODUCE NEW OPERATIONS
THAT CAN PERFORM MANIPULATION ON SECRET DATA TYPES WITHOUT DISCLOSING THE SECRETSs AND NALLY: WE MUST TAKE
EwTRA CARE ON THE WAY WE MANAGE AND PROTECT THESE NEW DATA TYPE AGAINST ATTACKERS WHO WISH TO MOUNT
SOME SORT OF A REPLAY ATTACK% vE DISCUSS ALL THESE TOPICS IN THIS SECTION%

)o GCdulh.EkATED cATA sw1ES
rIMILAR TO OTHER SYSTEMS: ALL THE INFORMATION IN THE dul SUBhSTATE: INCLUDING THE BALANCE: NONCE: AND
ANYTHING RESIDING IN THE DATA STRUCTURE MAINTAINED BY SMART CONTRACTS: IS STORED IN ATOMIC TxPdD VARIABLES:
NAMELY: VARIABLES THAT CAPTURE A CERTAIN TYPE OF INFORMATION: BE IT SMALL OR LARGE: SIGNED OR UNSIGNED INTEGERS:
STRINGS: OR BYTES% kET 6vPES BE THE SET OF DATA TYPES SUPPORTED BY THE dul%
8OR THE PURPOSE OF SUPPORTING CONDENTIALITY: WE INTRODUCE A NEW SET OF DATA TYPES: DENOTED r6vPES:

THAT IS ANALOGOUS TO 6vPESs EACH DATA TYPE IN r6vPES IS BASICALLY THE SECURE VERSION OF ONE DATA TYPE
FROM 6vPES% 8OR EwAMPLE: WE HAVE 2ImTe. 2ImTos. 2ImTt3. 2ImTs5 ∈ 6vPES: THEN THEIR SECURE VERSION ARE
S2ImTe. S2ImTos. S2ImTt3. S2ImTs5 ∈ r6vPES% 4ENERALLY SPEAKING: THE SECURE VERSION OF AN dul DATA TYPE
WILL HAVE THE SAME NAME: PREPENDED WITH THE LETTER –S‘ pTO INDICATE A SECRET(% � SMART CONTRACT DEVELOPER
MUST USE THESE TYPES IF IT WISHES THE UNDERLYING INFORMATION TO REMAIN SECRET%
/HESE DATA TYPES IN r6vPES ARE ALL REFERRED AS AN ABSTRACT DATA TYPE: CALLED b6 pFOR –CIPHERTEwT‘(: WHICH

IS ESSENTIALLY A REhDENITION OF 2ImT3fs: WHEREAS DATA TYPES IN 6vPES ARE REFERRED AS 16 pFOR –PLAINTEwT‘(%
kOOKING AHEAD: HAVING A CIPHERTEwT IN A SMART CONTRACT STATE: OR IN THE MEMORY DURING AN EwECUTION DOES
NOT NECESSARILY MEAN THAT IT IS AUTgdNTICATdDs THE GCdul MUST MAKE SURE THAT A CIPHERTEwT IS AUTHENTICATED
BEFORE ENTERING IT INTO ANY SECURE COMPUTATION PROCEDURE%
vE MAKE A DISTINCTION BETWEEN SECRET DATA TYPES THAT ARE USED FOR SECURITY –AT REST‘: –IN TRANSIT‘: OR –IN

USE‘% /HAT IS: WHILE THE CIPgdRTdwT DATA TYPE pDENOTED b6( ARE USE TO SECURE DATA AT REST pBE IT THE PERSISTENT
STORAGE OR THE VOLATILE MEMORY USED IN THE COURSE OF AN EwECUTION OF A TRANSACTION(: WE USE THE INPUTTdwT DATA
TYPE pDENOTED h6( FOR PROTECTING DATA IN TRANSIT AND THE GARaLdDTdwTDATA TYPE pDENOTED 46( FOR PROTECTING
DATA IN USE%
1ROTECTING DATA IN TRANSIT MEANS PROTECTING THE CIPHERTEwTS THAT A USER WISH TO SEND TO SOME SMART

CONTRACT FUNCTION IN A TRANSACTION% rPECICALLY: THE GOAL IS THAT WHEN A USER INCORPORATE SOME CIPHERTEwT IN
ITS TRANSACTION: THIS CIPHERTEwT WILL BE USED ONLY IN THE CONTEwT OF THIS TRANSACTION AND CANNOT BE REhUSED
IN OTHER TRANSACTIONS pBY MALICIOUS ACTORS(% 8OR EwAMPLE: IF A USER PARTICIPATES IN A SEALED BID AUCTION AND
SENDS A CIPHERTEwT IN ITS TRANSACTION THAT HIDES ITS PLAINTEwT BID: WE MUST PREVENT AN ADVERSARY FROM COPYING
THAT USER‘S CIPHERTEwT AND SUBMITTING IT AS ITS OWN BIDs FURTHERMORE: WE MUST PREVENT AN ADVERSARY FROM
USING THAT CIPHERTEwT IN ANY WAY: SO THAT THE GCdul WILL NOT AGREE TO PERFORM ANY SECURE OPERATION ON IT%
1ROTECTING DATA IN USE REFERS TO THE FACT THAT EVEN WHEN DATA IS SECURE ON STORAGE OR ON MEMORY: ITS

SECURITY MIGHT BE BROKEN WHEN PERFORMING SOME OPERATIONS ON IT: LIKE USING IT WITHIN A SECURE COMPUTATION
PROTOCOL%

n
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-N THE FOLLOWING WE GIVE A FORMAL DESCRIPTION OF THE THREE DATA TYPESc

f CIPHE.TEwT p�I() /HIS DATA TYPE REPRESENTS THE RESULT OF A ]1�hSECURE ENCRYPTION SCHEME AND USED
FOR SECURING DATA AT REST% -T IS THE ACTUAL DATATYPE VISIBLE IN THE SYSTEM‘S STATE% ,UE TO OTHER SECURITY
MECHANISMS EMPLOYED IN THE SYSTEM: LIKE AUTHENTICATED MEMORY AND STORAGE: AND THE FACT THAT DECRYPh
TION IS PERFORMED TO –WELL FORMED‘ CIPHERTEwTS ONLY: WE DO NOT NEED TO USE A ]]�hSECURE ENCRYPTION
SCHEME pTHE ATTACKER DOES NOT GET TO CHOOSE THE CIPHERTEwTS TO BE DECRYPTED BY THE SYSTEM(%
8ORMALLY: LET dlb : (iGEl. Elb. DEb( BE A ]1�hSECURE ENCRYPTION SCHEME: FOR A MESSAGE k : ({/. 0{N(∗
pI%E%: THE MESSAGE LENGTH IS A MULTIPLE OF THE ENCRYPTION BLOCK LENGTH Y( WE HAVEc

b6 : b ← Elbj(k( po(

WHERE (di. ci( ← dlb.iGEl(0�(3 AND κ IS THE COMPUTATIONAL SECURITY PARAMETER% kOOKING AHEAD: BY
DEFAULT: INSTANCES OF b6 WILL BE THE RESULT OF ENCRYPTION USING THE SYSTEM‘S KEY: WHEREAS SOME b6S WILL
BE THE RESULT OF ENCRYPTION USING A CLIENT‘S KEY%
/HE ENCRYPTION SCHEME WE USE IS �dro3e IN THE COUNTER MODE p]/q(: THUS: FOR A MESSAGE k :
k0|k0} . . . pWITH }kg} : 012( THE ENCRYPTION RESULT IS b : b+|b0| . . . WHERE b+ : q: bg : �dro3ej(q )
h(⊕kg: AND q IS CHOSEN UNIFORMLY AT RANDOM% ]/q MODE IS ADVANTAGEOUS AS IT ALLOWS A RANDOM ACCESS
TO A SPECIC SLOT IN THE PLAINTEwT: AND IT ONLY PERFORMS A FORWARD EVALUATION OF THE UNDERLYING 1q8
p�dr(%

f ImP2TTEwT pGI() /HIS DATA TYPE IS A WRAPPER OF b6 ONLY USED TO INLTRATED DATA TO THE GCdul FROM
THE OUTSIDE WORLD% /HE ROLE OF h6 IS TO MAKE SURE THAT THE WRAPPED b6 IS USED ONLY FOR THE PURPOSE
IT IS INTENDED TO BY THE USER WHO SENT IT% �N h6 MAY BE FORMED OF AN AUTHENTICATED ENCRYPTION pE%G%:
USING THE ENCRYPThTHENhAUTHENTICATE APPROACH( OR A SIGNCRYPTIONs1 IN BOTH CASES THE ASSOCIATED DATA
BEING AUTHENTICATED MUST CONTAIN THE IDENTITIES OF THE SENDER AND THE RECEIVER% /HE GCdul INHERITS
THE TRANSACTION FORMAT FROM THE dul AND SO EVERY MESSAGE IS ALREADY SIGNED: AND THE SIGNATURE IS
APPLIED ON THOSE IDENTITIES: AS RE.UIRED% /HE SENDER‘S IDENTITY pWHICH IS THE USER( IS EwTRACTED FROM
THE SIGNATURE ITSELF: WHILE THE RECEIVER‘S IDENTITY IS COMBINED OF THE CONTRACT ADDRESS AND THE FUNCTION
WITHIN THAT CONTRACT TO BE INVOKED%
/HE ABOVE SUGGESTS THAT h6 CAN BE IN THE EwACT SAME FORMAT AS b6: HOWEVER: THERE ARE SUBTLETIES
THAT RE.UIRE US TAKING SOME EwTRA CARE% rPECICALLY: INSTEAD OF FULLY RELYING ON THE SIGNATURE ON THE
TRANSACTION AS A WHOLE: WE ASK THE USER TO INDIVIDUALLY SIGN EACH b6 pAS WELL AS THE IDENTITIES(% /HIS IS
IMPORTANT FOR SECURITY AT LEAST FOR THE SUPPORT OF VIEW FUNCTIONS IN A SETTING OF A SINGLE GCdul NODE
pI%E%: THE ENTIRE SYSTEM CONSISTS OF A SINGLE NODE(% rINCE INVOCATION OF VIEW FUNCTIONS DO NOT TRIGGER
THE VERICATION OF A SIGNATURE ON THE TRANSACTION pIN FACT: CALLS TO VIEW FUNCTIONS DO NOT HAVE TO BE
SIGNED AT ALL(: IT MEANS THAT AN ATTACKER MAY –STEAL‘ AN HONEST USER‘S CIPHERTEwTc THE ATTACKER‘S CONTRACT
WILL HAVE A FUNCTION LIKE LEAK,ATApb6 Cc ADDqESS SEmDEq(: WHICH ONBOARDS THE CIPHERTEwT C TO THE
SYSTEM‘S MEMORY USING THE SEmDEq‘S KEY: AND THEN DECRYPTS IT: SO THAT THE PLAINTEwT HIDDEN BY C
IS REVEALED TO EVERYONE pAND TO THE ATTACKER IN PARTICULAR(% /HE ATTACKER NOW TAKES SOME CIPHERTEwT
C SENT TO THE GCdul EARLIER BY AN HONEST USER OF ADDRESS 2SEquADDq: AND CALLS THE ABOVE FUNCTION
WITH LEAK,ATApCc 2SEquADDq(: WHICH REVEALS THE VALUE THAT THE HONEST USER INTENDED TO KEEP PRIVATE%
rIGNING EACH CIPHERTEwT INDIVIDUALLY PREVENT SUCH AN ATTACKS%
/HEN: WE FORMALIZE AN INPUTTEwT AS FOLLOWS% kET bsk BE A CIPHERTEwT FOR MESSAGE k AND LET rIG :
(iGEl. SIGl. uEpIex( BE AN UNFORGEABLE SIGNATURE SCHEMEs THE INPUTTEwT FORMAT FOR k ISc

h6 : (bsk. µ( : (bsk. SIGlqj(c|bsk(( p3(
3r-mCE WE 2SE � SxMME6.-C EmC.xP6-nm SCHEME WE H�VE e � de � �e: B26 �SxMME6.-C SCHEMES M�x BE 2SE, -m 6HE S�ME W�x
1rEE bik3y[ Fn. � ,-SC2SS-nm �Bn26 �26HEm6-C�6E, EmC.xP6-nm �m, S-4mC.xP6-nm: �m, barvy7: r1vy;[ Fn. � S-4m�62.ES W-6H

S6.nm4 SEC2.-6xs -m bal133[ 6HEx �.42E 6H�6 DACg� H�S S6.nm4 SEC2.-6x p�LSn C�LLE, EmH�mCE, 2mFn.4E�B-L-6x()
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WHERE (ri. ui( ← rIG.iGEl(0�(: κ IS THE COMPUTATIONAL SECURITY PARAMETER: AND c ENCAPSULATES THE
IDENTITIES: NAMELY:

c : 2SEquADDq|COmTqACTuADDq|82mC. pt(

4IVEN h6 : (bs. µ(: BEFORE THE GCdul AGREES TO WORK WITH bs IT MUST RST CHECK THE IDENTITY OF THE
SENDER AND THEN DECRYPT bs USING THAT SENDER‘S KEY% rPECICALLY: THIS IS DONE BYc

k :

�
DEbj(b( IF uEpIexnj(c|b. µ( : 0
⊥ OTHERWISE

p5(

vE INSTANTIATE rIG WITH THE db,r� SCHEME OVER SECP3fsKo%

f GA.BjEDTEwTpCI() /HIS DATATYPE IS USED TO SECURELY HANDLE DATA WHILE IN USE% 2NLIKE INPUTTEwT AND
CIPHERTEwT: GARBLEDTEwT IS IN A FORM THAT IS READILY AVAILABLE FOR MANIPULATION pE%G%: MAKING ARITHMETICS
OVER THE PLAINTEwT IT HIDES( WHICH IS MADE INSIDE THE GARBLED EwECUTION ENVIRONMENT pSEE BELOW(%5
2SING A BINARYhPROJECTIVE IMPLEMENTATION OF A GARBLING SCHEME THE GARBLEDTEwT VERSION OF A MESSAGE
k : (k0. . . . .kN( WHERE kg ∈ {/. 0{: IS GT OF TYPE 46: SUCH THAT

GT : k0. . . . . kN p(

WHERE kN IS A κhBIT LABEL pTYPICALLY κ : 012(% 9VERALL: A GARBLEDhTEwT EwPANDS THE UNDERLYING DATA BY
A FACTOR OF κ% /HIS EwPANSION HAS NO E0ECT ON THE LONGhTERM STORAGE RE.UIREMENT OF THE SYSTEM: AS
THE LIFETIME OF GARBLEDTEwTS IS SHORT pIT IS ONLY VALID DURING THE EwECUTION TIME OF A TRANSACTION(% /HE
GARBLEDTEwTS THEMSELVES ARE NOT UTILIZED BY SMART CONTRACTS AND ARE NOT APPEAR IN THEIR RAW FORM IN
THE GCdul MEMORY OR STORAGE: INSTEAD: THEIR gANDLdS ARE BEING USED: WHERE A HANDLE OF A GARBLEDTEwT
IS SIMPLY A HASH ON THE LIST OF ITS LABELSs NAMELY: gES : G(GT( IS THE HANDLE OF GT: WHERE G IS A
HASH FUNCTION% vE INSTANTIATE G BY iECCAK: WHICH IS A COLLISION RESISTANT HASH FUNCTION: THEREFORE: THE
PROBABILITY OF TWO GARBLEDTEwTS HAVING THE SAME HANDLE IS NEGLIGIBLE%
/HE NODES WHO TAKE PART IN EVALUATION OR VERICATION OF GARBLED CIRCUITS DO OBTAIN THE RAW REPRESENTATION
OF GARBLEDTEwT pTHE LABELS(% /HOSE NODES STORE A MAP OF THE FORM gES → GTs WHENEVER A SECURE OPERATION
IS INVOKED ON GARBLEDTEwTpS( THE EVALUATION NODES PERFORM THE ACTUAL COMPUTATION: WHICH MOSTLY RESULTS
WITH ANOTHER GARBLEDTEwT: WHEREAS VERICATION NODES HAVE THE RESULT OF THE COMPUTATION AND VERIFY ITS
CORRECTNESS%
/HE FACT THAT EVALUATION NODES OBTAIN THE RAW FORM OF GARBLEDTEwTS FORCES THE PROTOCOL DESIGN TO ASSUME
THE WORSThCASE SCENARIO: THAT THE ATTACKER OBTAINS THEM TOO pE%G%: AN ATTACKER WHO CORRUPTS AN EVALUATION
NODE(% /HUS: THE SYSTEM MUST PROTECT ITSELF FROM TgdFT OF GARaLdDTdwTS% 8OR EwAMPLE: SUPPOSE THAT A
CORRUPTED EVALUATION NODE KNOWS THAT GT IS A GARBLEDTEwT RESULT OF SOME SECURE OPERATION IN THE NEwT
BLOCK: THEN IT MAY INJECT gES TO A FUNCTION OF SOME CONTRACT IN THE NEwT BLOCK: SUCH THAT THE FUNCTION
PERFORMS DECRYPTION OF THAT GARBLEDTEwT% 8ORTUNATELY: THE GARBLING SCHEME ENSURES THAT ALL GARBLEDTEwTS
ARE UNPRdDICTAaLd AND ARE ONLY KNOWN TO THE EVALUATION NODES AT THE MOMENT OF EVALUATION AND NEVER
BEFORE%

)3 sgE GCdul cATAheknv
aEFORE DELVING INTO TECHNICAL DETAILS: LET US DESCRIBE THE DATAhOW AT A HIGH LEVEL: WHICH IS ALSO DEPICTED IN
8IGURE o%
-N ORDER TO PRESERVE SECURITY IN THE COURSE OF THE EwECUTION: THE NETWORK AND THE USERS MAINTAIN MULTIPLE

KEYSc
5vE mn6E 6H�6 -m egdhB�SE, SnL26-nmS 6HE.E -S mn ,-S6-mC6-nm -m 6HE .EP.ESEm6�6-nm nF H-,,Em ,�6� �6 .ES6 �m, -m 2SE)
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f mdTvORK Kdxc mi IS THE NETWORK SYMMETRIC KEY% /HIS KEY IS BEING DISTRIBUTIVELY GENERATED ON THE
NETWORK‘S STARTUP pVIA A KEYhGENERATION PROTOCOL( WHICH RESULTS WITH A KEY SHARE mig TO l1] NODE
NUMBER h% � REFRESH PROTOCOL IS APPLIED TO THE NETWORK KEY: WHICH RESULTS WITH A NEW KEY SHARE mi′

g

TO THE NODES: BUT THE SECRET KEY mi ITSELF REMAINS THE SAMEs SUCH MECHANISM IS INTENDED TO PROTECT
FROM ADAPTIVE ADVERSARIES: WHO CAN CORRUPT A DYNAMIC SUBSET OF THE PARTIES AT EVERY GIVEN MOMENT:
AND THWART ACCUMULATION OF THEIR POWER% -N ADDITION: A REhGENERATION OF THE NETWORK KEY WOULD TAKE
PLACE FROM TIME TO TIEM: ACCORDING TO THE NETWORK‘S POLICY pE%G%: UPON ACCUMULATION OF ADDITIONAL 3z)
OF STAKED FUNDS(s THIS REhGENERATION PROTOCOL WOULD GENERATE A NEW NETWORK KEY mi∗ AND REhENCRYPT ALL
CIPHERTEwTS UNDER THIS NEW ONE%

f 2SdR Kdxc �PART FROM THE SECRET SIGNING KEY THAT USERS USUALLY MAINTAIN IN THEIR WALLET: THE USER HAS A
SYMMETRIC KEY ti WITH WHICH IT ENTERS NEW DATA TO THE NETWORK% kIKE THE NETWORK KEY mi: THE USER KEY
ti IS DISTRIBUTIVELY GENERATED AND IS SECRET SHARED AMONG THE NETWORK NODES pSO NODE NUMBER h HOLDS
SHARE tig(% /HUS: WHEN A NEW DATA IS TO BE ENTERED pE%G%: TO A FUNCTION OF A SMART CONTRACT( THE USER
ENCRYPTS IT AND THE FUNCTION ASKS TO DECRYPT AND USE IT% �S WILL BE SHORTLY EwPLAINED: SUCH A DECRYPTION
DOES NOT REVEAL THE PLAINTEwT TO THE FUNCTION pOR IN PUBLIC IN ANY WAY(: RATHER: IT TRANSFORM THE DATA
INTO A GARBLEDTEwT: WHICH ENABLES THE FUNCTION TO SECURELY OPERATE ON IT%

f idxhRdTRIduAL Kdxc /HIS IS A PUaLIChKdx THAT IS GENERATED BY A USER IN ORDER TO RETRIEVE ITS SYMMETRIC KEY
FROM THE NETWORK% /HIS IS DONE BY A GENERATION OF ASYMMETRIC ENCRYPTION AND DECRYPTION KEYS di. ci
BY THE USER: AND SUBMITTING di TO THE NETWORK pVIA A TRANSACTION(% 2PON RECEIVING THE ENCRYPTION
KEY di: THE NETWORK ENCRYPTS THE USER‘S SYMMETRIC KEY ti UNDER THE TEMPORARY PUBLIC ENCRYPTION KEY
di: AND RETURNS THE ENCRYPTION RESULT TO THE USER% /HE USER THEN USES THE SECRET DECRYPTION KEY ci TO
DECRYPT THAT MESSAGE AND OBTAIN THE SYMMETRIC KEY ti THAT IS ALSO MAINTAINED BY THE NETWORK% /HE
USER CAN NOW USE ti IN ORDER TO ENTER ENCRYPTED DATA TO THE NETWORK%

/HE NETWORK MAINTAINS ITS OWN SYMMETRIC ENCRYPTION KEY AS WELL AS A SYMMETRIC ENCRYPTION KEY FOR EVERY
USER THAT WANTS TO BENET FROM DATA PRIVACY IN THE SYSTEM% -N CONTRAST TO A SIGNATURE KEYhPAIR: WHICH IS
GENERATED AT THE USER AND CAN BE USED WITHOUT ANY ONhBOARDING PROCESS: THE ENCRYPTION KEY FOR EACH USER IS
GENERATED BY THE NETWORK AND CAN BE USED BY THE USER ONLY AFTER ONhBOARDING: WHICH ENTAILS A SIMPLE .UERY
TO THE SYSTEM TO GENERATE ITS KEY pOR TO RETRIEVE IT IF IT ALREADY EwISTS( VIA THE KEYhRETRIEVAL KEY% mOTE THAT THE
KEY MAY BE GENERATED PRIOR TO THE USER‘S .UERY: IN CASES A SMART CONTRACT ALREADY PERFORMED AN ENCRYPTION
TOWARD THAT USER pMEANING THAT THE SMART CONTRACT DECIDED THAT SOME INFORMATION SHOULD BE DECIPHERABLE
BY THAT USER ONLY(%
8OR A USER TO BRING ENCRYPTED DATA TO THE GCdul: IT HAS TO ENCRYPT IT USING ITS OWN SYMMETRIC KEY: AND

SIGN IT USING ITS OWN SIGNING KEY% /HESE TWO FORM AN INPUTTEwT pAS DETAILED ABOVE(% 9NCE THIS INPUTTEwT
REACHES A FUNCTION OF A CONTRACT: THE FUNCTION RST HAS TO VERIFY ITS AUTHENTICITY AND THAT THE INPUTTEwT HAS
LANDED WHERE THE SENDER pUSER( REALLY INTENDED IT TO LANDs THE RESULT OF A SUCCESSFUL VERICATION WILL BE A
GARBLEDTEwT THAT IS READY TO WORK WITH pIT CAN SERVE AS AN INPUT FOR SECURE OPERATIONS( INSIDE THE GARBLED
EwECUTION ENVIRONMENT p4dd(% /HE VERICATION PROCEDURE IS ACCORDING TO d.UATION 5 ABOVE%
/HE ABOVE IS ONE PATH TO THE 4dds A SECOND PATH TO THE 4dd WOULD BE TO –ONBOARD‘ A CIPHERTEwT: WHICH

TURNS A CIPHERTEwT INTO A GARBLEDTEwT pBOTH HIDING THE SAME PLAINTEwT(% ]IPHERTEwTS RESIDE IN THE STATE OF
EACH CONTRACT AND –BELONG‘ TO THE CONTRACT WHERE THEY RESIDE: MEANING THAT A FUNCTION ON ONE CONTRACT CANNOT
RE.UEST THE ONBOARDING OF A CIPHERTEwT IN ANOTHER CONTRACT: WHICH IS CRITICAL FOR THE SECURITY AND PRIVACY OF
USERS‘ DATA%

)t �2TgEmTIC lEMnRw AmD rTnRAGE
-T IS CRUCIAL TO ENSURE THE AUTHENTICITY OF ALL THREE DATA TYPES WITHIN THE OPERATION OF THE NETWORK: SAFEGUARDING
THEM AGAINST ANY POTENTIAL MALICIOUS MANIPULATION% 4IVEN THE TRANSPARENCY OF THE BLOCKCHAIN: INPUTTdwT
AND CIPgdRTdwT ARE SUSCEPTIBLE TO MALICIOUS COPYING OR UNAUTHORIZED AC.UISITION% ]ONTRARILY: WE ARGUE THAT
GARaLdDTdwTS CANNOT BE PREDICTED: COPIED OR OBTAINED OUTSIDE THE TRANSACTION‘S EwECUTION%
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8IGURE oc /RANSITION BETWEEN DATA TYPES%

4ENERALLY SPEAKING: THE CHALLENGE OF PROTECTING PRIVATE DATA IN THE CONTEwT OF BLOCKCHAINS MOSTLY DEALS
WITH ENSURING AN ADE.UATE AND TIGHT ACCESS CONTROL TO THOSE CIPHERTEwTS% /HE USE OF THE PLAINTEwT BEHIND AN
INPUTTEwT OR A CIPHERTEwT MUST BE PERMITTED ONLY IF THIS USAGE COMPLIES WITH THE INTENTIONS OF THE CONTRACT
THAT IS OWNING OR RECEIVING THEM: AND THE USERS WHO CONTRIBUTED THOSE INPUTTEwTS%
-N A HIGH LEVEL: THE SYSTEM EMPLOYS THREE TYPES OF PROTECTION MECHANISMSc AUTgdNTICATdD STORAGd: AUTgdNh

TICATdD MdMORx AND GARaLdD dwdCUTION dNuIRONMdNT p4dd(%

f �UTHENTICATED STORAGE PROTECTS CIPHERTEwTS –AT REST‘s EACH CIPHERTEwT IS ASSOCIATED WITH ONE OR MORE
CONTRACT ADDRESSES IN A WAY THAT PERMITS ONBOARDING OF THE CIPHERTEwT ONLY IN THE EwECUTION OF THOSE
CONTRACTSs THIS MEANS THAT COPYING A CIPHERTEwT FROM ONE CONTRACT TO ANOTHER IS FUTILE% aY COPYING A
CIPHERTEwT bs WE MEAN EITHER HARDCODING THE CONTENT OF bs INTO ANOTHER CONTRACT: OR TRANSMITTING IT
WITHIN A TRANSACTION AS AN ARGUMENT%

f �UTHENTICATED MEMORY IS THE VEHICLE BETWEEN THE STORAGE AND THE EwECUTION ENVIRONMENT% /HE FUNCTION
RST LOADS THE CIPHERTEwT FROM STORAGE INTO THE EwECUTION ENVIRONMENT MEMORY: FROM WHICH IT MAY TURN
INTO A GARBLEDTEwT% 9N THE OTHER WAY AROUND: TO STORE THE PLAINTEwT VALUE BEHIND A GARBLEDTEwT TO
STORAGE: IT HAS TO BE O0BOARDED RST INTO A CIPHERTEwT THAT RESIDES IN MEMORY: FROM WHICH IT IS ACTUALLY
STORED IN THE STORAGE%

f ]IPHERTEwTS CANNOT BE TRANSFERRED BETWEEN CONTRACTS: WHICH MEANS IT IS USELESS TO PASS A CIPHERTEwT
AS AN ARGUMENT BETWEEN DI0ERENT CONTRACTS% /HE WAY TO PASS PRIVATE INFORMATION BETWEEN CONTRACTS
IS FOR THE CALLER CONTRACT TO TURN THE CIPHERTEwT INTO A GARBLEDTEwT RST: WHICH PUTS IT IN THE GARBLED
EwECUTION ENVIRONMENT: AND THEN PASS THE GARBLEDTEwT TO THE CALLEE CONTRACT: THIS WAY: THE GARBLEDTEwT
IS AVAILABLE FOR SECURE MANIPULATION BY THE CALLER AS WELL% 4ARBLEDTEwTS ARE PROTECTED BY THE FACT THAT
THEY ARE RANDOM AND UNPREDICTABLE VALUES GENERATED –ONhTHEhY‘%
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�2THEmTICATED lEMn.x a rTn.AGE) lEMORY REFERS TO THE dul RUNhTIME MEMORY: WHICH IS STACKh
BASED: AND STORAGE REFERS TO THE dul PERSISTENT STORAGE: WHICH IS MAINTAINED PER ADDRESS% qECALL THAT ONLY
CONTRACTS‘ ADDRESSES pI%E%: TO EwCLUDE d9� ADDRESSES( ARE ASSOCIATED WITH ACTUAL STORAGE: WHEREAS d9�S ARE
ASSOCIATED WITH THE THEIR BALANCE AND NONCE ONLY% 8OR A FUNCTION TO PERFORM SOME COMPUTATION ON A STATE
VARIABLE: IT HAS TO RST LOAD IT FROM THE CONTRACT‘S STORAGE AND TO KNOW ITS EwACT LOCATION IN THE STORAGE% /O
DO THAT: THE FUNCTION PROVIDES THE VARIABLE‘S LOCATION LOC TO THE SLOAD OPCODE: WHICH TRIGGERS THE dul TO
EwECUTE IT AND PUSH THE VARIABLE‘S CONTENT TO THE MEMORY STACK%� 9N THE OTHER WAY AROUND: FOR A FUNCTION
TO PERSISTENTLY SAVE SOME VALUE INTO SOME STATE VARIABLE: IT PROVIDES THE LOCATION LOC OF THAT VARIABLE AS WELL
AS THE VALUE TO THE SSTOqE OPCODE%
/HE dul KEEPS TRACK OF THE DEPTg OF THE EwECUTION: THAT IS: WHEN AN d9� CALLS SOME FUNCTION 82mCo ON

A CERTAIN CONTRACT COmTqACTo: THE EwECUTION OF 82mCo BEGINS AT DEPTg : 0s IF THAT FUNCTION CALLS FUNCTION:
SAY 82mC3: ON ANOTHER CONTRACT: SAY COmTqACT3: THEN DEPTg CHANGES TO 3 pAND CHANGES BACK TO o WHEN 82mC3
RETURNS TO 82mCo(: AND SO ON% mOTE THAT FUNCTION CALLS WITHIN THE SAME CONTRACT DO NOT CHANGE DEPTg%
/HE GCdul PROVIDES AN EwTENSION TO THE –NORMAL‘ dul MEMORY AND STORAGE OPERATION DESCRIBED ABOVE:

WHICH WE CALL AUTgdNTICATdD MdMORx AND AUTgdNTICATdD STORAGd%
/HE AUTHENTICATED MEMORY MAINTAINS A MAP OF THE FORM

µ 8 F → b6∗.

THAT IS: FOR EACH EwECUTION DEPTH THE MAP MAINTAINS ALL AUTHENTICATED CIPHERTEwTS FOR THAT DEPTH% /O CHECK
WHETHER A CIPHERTEwT bs IS AUTHENTICATED FOR DEPTH c: WE CHECK IF bs ∈ µ(c(% -N OUR CONTEwT: A CIPHERTEwT
MAY ARRIVE IN MEMORY BY EITHER LOADING IT FROM STORAGE VIA THE SLOAD OPCODE OR AS A RESULT OF THE n88aOAqD
MECHANISM pWHICH: GIVEN A GARBLEDTEwT: RETURNS A CIPHERTEwT(%
�UTHENTICATED STORAGE IS MAINTAINED IN A PERhCONTRACT BASISs EACH CONTRACT: SAY ON ADDRESS ADDq: IS

ASSOCIATED WITH ANOTHER CONTRACT AT ADDRESS ADDq′ THAT CONTAINS ONLY STORAGE pAND NO BYTECODE(% /HE RELATION
BETWEEN ADDq AND ADDq′ MUST BE ONEhTOhONE: SO THAT A MALICIOUS ENTITY WOULD NOT BE ABLE TO ASSOCIATE
ANOTHER ADDRESS ADDq′′ TO NEITHER ADDq OR ADDq′% /HE ASSOCIATED CONTRACT AT ADDq′ FORMS THE AUTHENTICATED
STORAGE OF THE CONTRACT AT ADDqs THIS AUTHENTICATED STORAGE IS ONLY ACCESSIBLE FROM THE dul AND NOT BY THE
CONTRACT DEVELOPER% -F A VALID CIPHERTEwT bs RESIDES AT LOCATION LOC OF THE STORAGE OF ADDRESS ADDq: THEN THE
AUTHENTICATED STORAGE: OF ADDRESS ADDq′: CONTAINS bs AT THE SAME LOCATION LOC% vE MUST ENSURE THAT A USER
CANNOT CAUSE THIS TO HAPPEN ON INVALID CIPHERTEwTS%
/HE AUTHENTICATED MEMORY AND STORAGE ADHERE TO THE FOLLOWING RULES: WHICH ARE ALSO DEPICTED IN 8IGURE

3%

o% kOAD FROM STORAGdp � CIPHERTEwT bs RESULTING FROM SLOAD APPLIED TO A STORAGE AT LOCATION LOC THAT IS
PERFORMED IN DEPTH c IS RST CHECKED AGAINST THE AUTHENTICATED STORAGE% -F THE AUTHENTICATED STORAGE
HAS bs IN LOCATION LOC AS WELL THEN bs IS ADDED TO THE SET µ(c(: OTHERWISE bs IS NOT ADD TO µ(c( pBUT IT
IS PUSHED TO THE NORMAL MEMORY(%

3% nNaOARDp vHEN 9NBOARD IS INVOKED BY A FUNCTION AT DEPTH c ON CIPHER bs: IF bs IS AUTHENTICATED FOR
DEPTH c pI%E%: bs +∈ µ(c(( THEN IT IS BEING TRANSLATED INTO A GARBLEDTEwT AND THAT GARBLEDTEwT IS RETURNED
TO THE CALLERs OTHERWISE: THE EwECUTION IS REVERTED%

t% 2SdR INPUTp �S EwPLAINED ABOVE: A USER INPUT IS ENCRYPTED BY ITS OWN SYMMETRIC KEY AND UPON VERIh
CATION pOF AUTHENTICITY( IT IS TURNED DIRECTLY INTO A GARBLEDTEwT: READILY AVAILABLE FOR SECURE OPERATIONS%

5% 1UaLIC INPUTp � CONTRACT MIGHT WANT TO INPUT SOME PUBLIC INPUT INTO THE SECURE EwECUTION ENVIRONMENT
p4dd(: WHICH MEANS THAT VALUE HAS TO BE TURNED INTO A GARBLEDTEwT% /HIS IS DONE VIA THE SPECIAL OPCODE
–rET1UBLIC‘%

% n0aOARDp � CIPHERTEwT bs RESULTING FROM THE n88aOAqD MECHANISM pAPPLIED TO A GARBLEDTEwT( THAT
IS PERFORMED BY A FUNCTION IN DEPTg : c IS ADDED TO THE SET µ(c(: UPON WHICH WE SAY THAT bs IS
AUTgdNTICATdD FOR DdPTg c%

�knC�6-nm -S �LSn KmnWm �S 0KEx‘ -m 6HE Cnm6Ew6 nF 6HE dul S6n.�4E: �S 6HE S6n.�4E -S S-MPLx � KExhV�L2E S6n.E)
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8IGURE 3c 9VERVIEW OF THE GCdul% /HE COLORED PART REPRESENTS THE SECURITY AND PRIVACY EwTENSION TO THE
NORMAL dul: WHICH IS REPRESENTED BY THE WHITE PART%

7% n0aOARD TO USdRp vHEN A CONTRACT WISHES TO DISCLOSE SOME VALUE ONLY TO A SPECIC USER: THAT VALUE IS
TURNED FROM GARBLEDTEwT INTO A CIPHERTEwT THAT IS ENCRYPTED UNDER THAT USER‘S KEY pTHE SYMMETRIC KEY
ti(: AND THAT CIPHERTEwT IS NOT CONSIDERED AUTHENTICATED pIT IS PLACED IN MEMORY BUT IS NOT ADDED TO
µ(c((%

;% ,dCRxPTp vHEN A GARBLEDTEwT IS DECRYPTED: THE PLAINTEwT VALUE IS RETURNED DIRECTLY TO THE NORMAL
pNONhAUTHENTICATED( MEMORY%

e% rTORd TO STORAGdp vHEN SSTOqE IS CALLED BY A FUNCTION AT DEPTg : c: TO STORE bs AT LOCATION LOC: IF
bs ∈ µ(c( THEN: IN ADDITION TO WRITING bs TO LOCATION LOC OF THE NORMAL STORAGE: WRITE IT TO LOCATION LOC

o



•rODA kABS% ]ONDENTIAL%

IN THE AUTHENTICATED STORAGE AS WELL: OTHERWISE pIF bs +∈ µ(c(( WRITE IT ONLY TO THE NORMAL STORAGE: AND
MAKE SURE THE AUTHENTICATED STORAGE AT LOCATION LOC IS EMPTY%

n% bLdANING MdMORxp vHEN DEPTg IS DECREASED FROM c TO c′ , c pWHEN A FUNCTION RETURNS: REVERTS: ETC%(
THE SET µ(c( IN THE AUTHENTICATED MEMORY IS CLEANED% rIMILARLY: WHEN DEPTg IS INCREASED FROM c TO
c) 0 pON A FUNCTION CALL(: WE MAKE SURE THAT µ(c) 0( IS EMPTY%

oz% -MMOaILITx OF CIPgdRTdwTSp �N AUTHENTICATED CIPHERTEwT CANNOT TRANSIT BETWEEN DEPTHS: NAMELY: CALLING
A FUNCTION pON ANOTHER CONTRACT( WITH AN ARGUMENT OF TYPE b6 WOULD DEEM THAT CIPHERTEwT INVALID pI%E%:
IT WILL NOT BE CONSIDERED AS AUTHENTICATED FOR THE NEW DEPTH(s SIMILARLY: WHEN RETURNING AN ARGUMENT
OF TYPE b6 TO A CALLER FUNCTION FROM ANOTHER CONTRACT THE RETURNED VALUE WOULD NOT BE CONSIDERED
AUTHENTICATED% /HE RIGHT WAY TO MOVE SUCH PRIVATE VALUES IS BY USING THE 46 TYPE%

6HE 4A.BjED dwEC2TInm dmVI.nmMEmT p4dd() �S EwPLAINED: A GARBLEDTEwTS MAY BE GENERATED FROM
AN INPUTTEwT OR A CIPHERTEwT: ONLx UPON CONRMING THEIR AUTHENTICITY% -T IS CRUCIAL TO NOTE THAT GARBLEDTEwTS
BEAR SIGNICANCE ONLY IN THE COURSE OF THE EwECUTION OF THE TRANSACTION% �DDITIONALLY: THEIR INHERENT SAFETY IS
DERIVED FROM THE NEGLIGIBLE LIKELIHOOD OF PREDICTING THEM: GIVEN THAT THEY ARE FORMED OF RANDOM VALUES THAT
ARE REVEALED TO THE PARTIES ONLY AT THE VERY MOMENT OF EwECUTION% /HIS PROPERTY ALLOWS US TO TREAT THEM
WITH EASE RATHER THAN KEEP TRACKING THEM ACROSS FUNCTION CALLS% rINCE THE NEwT BATCH OF TRANSACTIONS TO RUN
IS wED BEFORE THE GARBLEDTEwTS ARE REVEALED: IT IS NOT POSSIBLE FOR A USER OR FOR A CONTRACT TO HARDCODE A
GARBLEDTEwT IN THEIR TRANSACTION OR STATE: AS GARBLEDTEwTS ARE UNPREDICTABLE: FURTHERMORE: THESE GARBLEDTEwTS
BECOME USELESS ONCE THE EwECUTION OF THE TRANSACTION IS COMPLETEDs THE GARBLEDTEwTS FOR THE NEwT TRANSACTIONS
BATCH WOULD BE COMPLETELY FRESH%
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